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Why This Document Will Be Worth Your Time 
There are a growing number of tools through which users communicate and share 
information while they are at work or for work-related purposes: 
 
• The average user in a smaller company (up to 500 employees) sends 48 emails on a 

typical day and receives 125; in larger companies, users send and receive 39 and 
121 emails, respectively. 

 
• Depending on the size of the company, 20% to 25% of emails contain attachments, 

any of which can contain confidential information. 
 
• Webmail is used by 13% of users (in large companies) to 28% (in small companies). 
 
• 31% of users in smaller companies and 16% of those in larger ones use Facebook; 

the figures for Twitter are 23% and 11%, respectively, and the numbers are 
growing. 

 
• Consumer instant messaging clients are used by 15% of users (large companies) to 

29% (small companies). 
 
Now, consider that most of these messages and files are sent and stored without any 
sort of monitoring, encryption, inspection or oversight.  The result is that organizations 
are deploying (or at least allowing) communications from a growing array of tools.  And, 
at the same time, they are creating a growing number of opportunities for information 
to leak out of an enterprise in unauthorized and potentially damaging ways. 
 
There are many well-publicized (and some not-so-well publicized) examples of sensitive 
data that has been sent through email and other tools in an authorized or mistaken 
manner.  The vast majority of these data breaches are inadvertent, but the opportunity 
exists for malicious users to send confidential and sensitive data, as well. 
 
DATA BREACHES CAN BE VERY SERIOUS 
The consequences of a data breach can vary widely:  a confidential memo sent by a 
senior manager to the wrong client may carry with it no negative ramifications; the 
client may simply delete the email and the breach will simply be forgotten.  However, 
data breaches can carry with them very serious consequences, such as the revelation in 
December 2009 that a hacker claimed to have access to account information for 32 
million individuals in the RockYou database1.  A 2009 study by the Ponemon Institute 
found that the loss of customer records costs $204 per record, and that the average 
business loss for a large organization that suffers a data breach is $6.75 million2. 
 
The bottom line is that organizations must implement Data Loss Prevention (DLP) 
systems to protect themselves against the growing array of threats they face from 
inadvertent and malicious data leaks. 
 
                                                
1 http://www.privacyrights.org/ar/ChronDataBreaches.htm 
2 Cost of a Data Breach, Ponemon Institute 
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ABOUT THIS WHITE PAPER 
This white paper is an update to a white paper that Osterman Research published on 
DLP issues in 2008.  It is sponsored by Blue Coat Systems – information on the company 
is provided at the end of this document. 
 
 

DLP is Becoming Much More Important 
MANY ARE UNAWARE OF THE PROBLEMS WITH DATA LOSS 
According to a survey conducted by Osterman Research during May 2010, virtually 
100% of organizations have deployed anti-virus and anti-spam capabilities.  However, 
even using a fairly broad interpretation of data loss prevention (DLP) capabilities, which 
would include products that don’t provide true DLP functionality, far fewer organizations 
have deployed such a capability. 
 
Clearly, this suggests that organizations of all sizes are well aware of the need to 
monitor their inbound communications for spam and malware.  However, they are not 
nearly as aware of the need to monitor outbound communications, or they are not 
taking the threat as seriously as they should.  This, despite the fact that during the 
period May 2009 to May 20103: 
 
• 23% of organizations reported that sensitive or confidential information was 

accidentally or maliciously leaked through email. 
 
• 9% reported that sensitive or confidential information was accidentally or maliciously 

leaked through a social networking or Web 2.0 application. 
 
• 5% reported that sensitive or confidential information was accidentally or maliciously 

leaked through an instant messaging client. 
 
BREACHES ARE BECOMING MORE NUMEROUS AND SERIOUS 
Data breaches are becoming more numerous and more serious.  For example, the 
Privacy Rights Clearinghouse has tracked data breaches since early 2005 and has 
recorded many examples in which data breaches were caused by emails sent 
mistakenly; cases in which  laptops, CD-ROMs and backup tapes with confidential data 
were lost or stolen; employees discarding printed content in dumpsters or at the curb 
for trash pickup; and many other instances in which sensitive data was compromised. 
 
There are many risks that organizations know about and often do not address, such as 
employees who use corporate email systems in violation of stated policies or who use 
personal Webmail accounts to send company data home or when they want to send files 
that are larger than the corporate email system will allow.  For example, a May 2010 
Osterman Research survey found that 64% of organization allow employees to use 
personal Webmail while at work (up from 47% in 2007).  There are also a variety of 
unknown risks, such as keystroke loggers that can infect corporate computers and 
distribute confidential data to hackers and others.  These can often enter an 

                                                
3 Source:  Messaging and Web Security Market Trends, 2010-2013 
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organization through personal Webmail accounts, one of the primary threat vectors with 
which organizations must contend. 
 
It is also important to distinguish between authorized and unauthorized data breaches.  
For example, an employee who is authorized to place information on a company Web 
site or a corporate wiki can mistakenly post confidential information.  By contrast, a 
terminated employee who is no longer authorized to send email can still use the system 
to send trade secrets to competitors or others until their access credentials are removed.  
Whether inadvertent (the vast majority of data breaches) or intentional, the damage 
caused by such breaches can be enormous. 
 
MULTIPLE VENUES THROUGH WHICH DATA LOSS OCCURS 
There are many tools and systems from which confidential or sensitive information can 
be sent in violation of corporate policy: 
 
• Corporate email systems used on desktops, laptops, mobile devices and home 

computers.  Regarding the last venue, an Osterman Research survey4 published in 
September 2009 found that 78% of employees check their work-related email from  
home on weekends, and slightly more check their work email from home after-hours 
on weekdays. 
 

• Consumer and enterprise instant messaging systems. 
 
• Personal Webmail accounts used at work. 
 
• Thumbdrives and other portable storage devices. 
 
• Social networking tools like Facebook, Twitter and LinkedIn. 

 
• Other Web 2.0 applications, including wikis and blogs. 
 
• File transfer protocol (FTP) tools. 

 
• Chat tools. 

 
• Skype and other consumer-oriented VoIP tools. 
 
• Peer-to-peer file-sharing tools. 

 
• Message boards and forums. 

 
Further, there is a growing body of data-stealing malware that can result in substantial 
data loss.  For example, the Zeus botnet malware, thought to have been developed and 
owned by a single individual in Eastern Europe, can be used to take control of remote 
PCs for the purpose of transfering funds out of financial accounts.  The malware can be 

                                                
4 Results of an End-User Survey on the Use of Communications Tools, Osterman Research, Inc. 
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purchased for less than $5,000 and is designed for high-value transactions – typically on 
the order of $100,000 or more. 
 
As a result, there are many protocols that organizations must monitor closely in order to 
protect corporate data from accidental or unauthorized distribution, although email and 
instant messages are clearly the most important channels to monitor given their 
pervasive and much more frequent use by employees than most other tools. 
 
WHAT ABOUT DATA LEAKS THAT ARE JUST WAITING TO HAPPEN? 
The increasing use of content repositories and databases like Microsoft SharePoint, 
Lotus Quickr, Oracle, SAP and others – as well as file servers and FTP servers scattered 
around an organization – can create another, potentially significant, leak point for 
sensitive data.  Confidential information is often stored in these locations for use by a 
group of users for an individual project or on an ongoing basis.  Quite often, access to 
this content is uncontrolled, allowing anyone to view or download sensitive information, 
sometimes years later. 
 
Fairly often, a DLP solution will be used in a discovery role for the process of scanning 
resources across the network to locate sensitive information in places it should not have 
been stored.  In one case, a spreadsheet produced by a third party that contained the 
names, salaries, addresses, Social Security numbers, telephone numbers and their 
spouses’ telephone numbers was discovered in an unprotected storage area that had 
been used for an audit of a hospital.  Upon conclusion of the audit, the data should have 
been deleted or moved to a secure area but was not.  A consultant was later given 
access to the same work area and found the spreadsheet.  Unfortunately, this type of 
potential breach is a common occurrence. 
 
PROBLEMS CAUSED BY NOT ADDRESSING THE DLP ISSUE 
Data breaches can be very expensive:  for example, an Osterman Research survey 
found that if a data breach were to occur in which disclosure of the breach would have 
to be made to customers and other external contacts, nearly two-thirds of organizations 
estimated that a single such breach would cost their organization at least $100,000, not 
to mention other operational costs, damage to their brand and other problems. 
 
Organizations that do not properly address DLP can suffer a variety of problems, 
including: 
 
• Loss of intellectual property 

Email systems, file transfer systems, instant messaging systems, blogs, wikis, Web 
tools, thumbdrives and other tools can be used to send confidential information in 
violation of corporate policy, common sense and the law.  The result is that trade 
secrets, designs, proprietary processes and other knowledge assets can all be 
compromised if not adequately protected.  For example: 

 
o Someone at the Office of the State Superintendent of Education in Washington, 

DC, which manages requests for college financial aid, mistakenly emailed 
personal information about 2,400 applicants to more than 1,000 of these 
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applicants in May 2009.  The sensitive content was contained in a Microsoft Excel 
spreadsheet that was mistakenly attached to the email5. 

 
o Walgreens Health Initiative (WHI) manages the pharmacy benefit of the 

Kentucky Retirement Systems (KRS).  In March 2009, the pharmacy provider 
emailed 28,000 KRS members’ records to the KRS benefits office without 
applying WHI's usual encryption process.  In its disclosure letter, which is posted 
on the KRS website, WHI says the file was addressed only to a single and proper 
contact at KRS, and that the receipt of the file had been confirmed.  The letter 
adds: “While there is a remote possibility that these records, containing limited 
personal information (name, date of birth, Health Insurance Claim [HIC] Number 
and Social Security number), were accessible while being transmitted, we believe 
the likelihood of any harm from this transmission to be very minimal.” 

 
o A British man in 2008 was forced to relinquish the mildenhall.com domain 

because he was constantly receiving sensitive emails that were mistakenly sent 
to his domain instead of to mildenhall.af.mil, the correct domain of the UK’s 
Royal Air Force base at Mildenhall. The man had purchased the domain to 
promote the town, but told reporters that he had received numerous emails 
intended for the military base.  These emails included the flight paths of Air 
Force One and President Bush, military tactics and passwords.  The man worked 
with military officials to try to stop these emails, including blocking 
unrecognizable addresses, but the actions were unsuccessful6. 
 

o In 2006, an employee of Duracell Corporation emailed confidential company 
information to a personal email account and then sent this information to two 
competing companies. 

 
o In 2005, Oracle alleged that proprietary trade secrets had been posted by a 

former employee in a Google Groups posting. 
 

• Loss of reputation 
If an electronic communication system is used in violation of corporate policy, an 
organization can suffer serious damage to its reputation.  For example, the former 
CEO of Boeing, Harry Stonecipher, used the corporate email system to send personal 
emails to women with whom he was having extramarital affairs.  His firing which 
resulted from this activity was highly publicized and embarrasing to the company. 
 
In another well-publicized case, two employees of a North American bank sent a 
message via the corporate email system that depicted a photo of Senator Hillary 
Clinton’s face superimposed on a nude body.  The two employees were fired for 
violating corporate policy and filed a wrongful termination suit in response. 

 
• Harmful legal judgments 

Unfettered use of email by employees can lead to significant and adverse legal 
judgments.  For example, several years ago employees of British insurance company 

                                                
!"#$%&'()""*&+,-'."/+0123"45(-&+601$%3("
7"1228)992+6.%&5:'$;96<2-=."
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Norwich Union sent rumors using the corporate email system that falsely claimed 
that a competitor, Western Provident Association, was undergoing a government 
investigation and was experiencing financial problems.  After Western Provident filed 
suit, Norwich Union publicly apologized for its employees’ behavior and paid a 
judgment of £450,000 (~US$780,000) in court costs and damages. 
 
Because recent court decisions have clarified what organizations must do with 
regard to DLP, and because regulations are becoming more stringent, the 
consequence of data loss is much less of a gray area than it was even just a few 
years ago. 

 
• Compromise of corporate security 

A failure to properly monitor outbound communications can lead to a variety of 
security-related problems, including compromised PCs acting as zombies for sending 
spam and consumer instant messaging clients that can spread worms and malware.  
There are a variety of tools commonly used in the workplace that bypass 
conventional security defenses, including Skype, peer-to-peer file-sharing software 
and chat tools. 

 
• Violation of statutes and compliance requirements 

By not adequately monitoring and managing outbound content, organizations can 
run afoul of a wide variety of statutes that require data to be protected and retained.  
A small sampling of these statutes – but by no means an exhaustive list – include 
the following: 

 
o California’s SB1386 (the Database Security Breach Notification Act) is a far 

reaching law that requires any holder of personal information about a California 
resident to notify each resident whose information may have been compromised 
in some way.  This requirement makes it very important to retain and transmit 
records in an encrypted form, since doing so exempts an organization from the 
reporting requirement in the event of a breach. 
 
Since California passed its groundbreaking data breach notification law, most 
other US states have passed similar laws, as shown in the following figure.  For 
example, Nevada put into effect a law (NRS 597.970) on October 1, 2008 that 
states, “a business in this State shall not transfer any personal information of a 
customer through an electronic transmission other than a facsimile to a person 
outside of the secure system of the business unless the business uses encryption 
to ensure the security of electronic transmission.”  Massachusetts has passed a 
similar, but more restrictive law that went into effect in 2010.  While the Nevada 
law focuses on electronic transmission of information, the Massachusetts law 
focuses on the portability of data.  That means that any personally identifiable 
information data an entity has on a Massachusetts resident that is stored on a 
laptop, mobile device, thumbdrive, etc. must be encrypted. 
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Status of Data Breach Notification 
Laws in the United States 

 
 

o The Health Insurance Portability and Accountability Act (HIPAA) requires that 
Protected Health Information (PHI), such as an employee’s identity and his or 
her health condition or medications, remain confidential.  For example, if an 
email that contains PHI is sent from a supervisor to an external benefits 
administrator, it must be encrypted.  There are a variety of areas within HIPAA 
that must be addressed, including archiving of data, but protection of patient 
confidentiality is of paramount importance for all electronic communication. 

 
o The Financial Industry Regulatory Authority (FINRA) Rule 3010 requires that 

relevant securities dealers’ correspondence with the public must be supervised, 
reviewed and retained.  The goal of FINRA 3010 is to ensure that registered 
representatives are not making inappropriate claims to their customers, such as 
sending an email to a customer that guarantees that a stock will increase in 
value. 

 
o The Gramm-Leach-Bliley Act (GLBA) requires financial institutions that hold 

personal information to transmit and store this information in such a way that its 
integrity is not compromised.  GLBA requires financial institutions to comply with 
a variety of Securities and Exchange Commission and NASD rules. 
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o The Payment Card Industry Data Security Standard (PCI DSS) encompasses a set 
of requirements for protecting the security of consumers’ and others’ payment 
account information.  It includes provisions for building and maintaining a secure 
network, encrypting cardholder data when it is sent over public networks and 
assigning unique IDs to each individual that has access to cardholder 
information. 

 
o The Personal Information Protection and Electronic Documents Act (PIPEDA) is a 

Canadian privacy law that applies to all companies operating in Canada.  Like 
many other privacy laws, it requires that personal information be stored and 
transmitted securely. 

 
o The UK Data Protection Act imposes requirements on businesses operating in the 

United Kingdom to protect the security of personal information and to preserve 
information only as long as it necessary to do so.  The Act requires, at least by 
implication, requirements for encrypted transmission of personal information and 
its secure retention. 

 
o The UK’s Information Commissioner issued The Employment Practices Data 

Protection Code in June 2005 which includes, among other things, limits on the 
extent to which employee communication can be monitored. 

 
o Japan’s Personal Data Protection Law is designed to protect consumers’ and 

employees’ personal information.  It includes provisions for ensuring the security 
and disclosure of databases that contain this information, among other 
provisions. 

 
It is important to note that the regulations identified above represent only a limited set 
of regulations and that it is important to view regulations at a variety of levels:  
geographically (state/provincial, Federal and global) and by industry sector.  For 
example, some industries, such as some sectors of the financial services industry like 
broker-dealers, hedge fund managers and investment advisors, have specific 
requirements to which they must adhere.  Some regulations, however, are cross 
industry and apply more generally, such as California’s SB1386. 
 
OTHER PROBLEMS ABOUND 
There are a variety of additional risks and problems that organizations face if they do 
not properly monitor outbound communications from email and other systems.  For 
example, employees who send sexually harassing, racist or other offensive content can 
put an organization at significant risk: 
 
• In a well-publicized case, Chevron Oil settled a sexual harassment lawsuit for $2.2 

million after four women received offensive email from a fellow employee. 
 

• Morgan Stanley settled a $60 million lawsuit filed by two employees after they 
received racist jokes sent through the company’s email system. 
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• Citing Title VII of the Civil Rights Act of 1964 and the New Jersey Law Against 
Discrimination, the New Jersey Supreme Court ruled that an employer can be liable 
for materials posted by its employees on electronic bulletin boards. 

 
Making the issue more difficult is that laws, policies and best practices for monitoring 
various systems differ widely by geography.  For example: 
 
• Laws in Germany and France make it more difficult to monitor employees’ email use 

than in the United States. 
 

• New Zealand’s Privacy Act 1993, on the other hand, allows an employer to monitor 
its employees’ communication if it has clearly informed them it will do so. 
 

• A 2003 report by Sweden’s Data Protection Authority concluded that employers must 
obtain the voluntary consent of employees in order to monitor their communication. 
 

While some of the statutes noted above focus largely on archiving, e-discovery or 
reporting requirements and not monitoring per se, there is an implied need to monitor 
outbound communications for potential data breaches.  For example, while SB1386 
requires an organization only to report breaches of data for California residents, 
organizations that hold this data should monitor their outbound content to prevent these 
breaches. 
 
In short, data breaches and the unmonitored use of electronic communication tools can 
be very damaging to an organization of any size and can lead to loss of reputation, 
revenue, and customers; and can create substantial regulatory and legal risk. 
 
WHY ISN’T DLP MORE WIDELY DEPLOYED? 
One of the reasons that organizations have not yet deployed DLP systems can be 
explained by the fact that many decision makers are not aware of the potential risks 
they face, nor might they be aware of the data breach examples among organizations 
similar to their own.  For example: 
 
• Employees will often accidentally send confidential data in an email – such as credit 

card numbers, Social Security numbers or other confidential information – without 
realizing that the data needs to be encrypted during transmission. 
 

• There are many cases in which confidential data, unbeknownst to the sender, is 
buried in an email thread that is forwarded to others. 

 
• Email is sometimes sent email to the wrong person, often resulting in the leak of 

confidential information. 
 
• Some employees will send confidential data via personal Webmail accounts to others 

or to themselves to avoid file size limitations on attachments or so that they can 
work on documents at home. 
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• Web 2.0 applications represent a significant potential for data loss.  For example, 
Twitter, Facebook and other social networking sites can be used to share data, often 
inadvertently, in violation of the law or corporate policies. 

 
• Online applications can also be used to share data, such as posting data using an 

online calendar that could reveal sensitive or confidential information. 
 
Another reason for the low penetration of DLP technologies is that many decision 
makers view DLP as a complicated set of technologies that takes a long time to deploy.  
And, historically speaking, these decision makers are right – DLP systems in the past 
have been complicated and have required months to deploy.  However, DLP solutions 
are maturing and today are much less complicated and much faster to implement.  For 
example, some solutions can be up and running in as little as eight hours.  The onus, 
then, is on vendors to educate decision makers about the advances that have occurred 
in DLP over the past few years. 
 
 

What Should You Do? 

STEP 1:  UNDERSTAND JUST HOW SERIOUS THE PROBLEM IS 
The first step that decision makers should take to solve the data breach problem is to 
audit the current state of electronic communication and file management in the 
organization.  Doing so will reveal the extent of the risks that an organization faces and 
will help to make real the problem to IT management, as well as senior line-of-business 
decision makers.  In many cases, this will help an organization to realize that the risks 
and problems it faces are not merely a potential, theoretical problem, but are instead a 
real and present business danger that it must address.  While this is not always a 
necessary step given the abundance of evidence that exists for the data breach 
problem, it may be required by some organizations in order to convince senior managers 
of the extent of their own organization’s problems. 
 
Audits of communication and file management tools can be conducted in a variety of 
ways.  For example: 
 
• Networking monitoring tools can be used to scan email communication using the 

corporate email system, personal Webmail, instant messages, social networking 
posts, blog posts and other employee communications.  Searches can then be 
conducted on this content to look for credit card numbers, Social Security numbers, 
emails that are sent to competitors’ domains, specific violations of statutes or 
corporate policies and other information. 
 

• Another method is to draw a random sample of communications, such as emails sent 
using the corporate email system or employees’ emails sent using Webmail systems, 
and then search the content for similar types of information. 

 
The purpose of such an audit is to identify and to quantify the problem of unmanaged 
communication so that senior management, legal counsel, HR and others can 
understand the extent of the risk the organization faces.  It may also help IT managers 
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to garner budget (or additional budget) for their DLP initiatives relative to other, 
competing initiatives. 
 
STEP 2:  ESTABLISH POLICIES FOCUSED ON STOPPING BREACHES 
After the audit has been completed and digested by senior managers, an organization 
should establish very detailed and thorough corporate policies that focus on all of the 
issues related to the use of electronic communication and file management capabilities.  
This is clearly something that most organizations have not yet done, as shown in the 
following figure7: 
 
 

Current Organizational Policies 
for Various Communication Tools 

 

 
 
 
The policies that organizations develop should include: 
 
• An emphasis on DLP as part of an overall objective to protect against data loss, not 

just a set of “bolt-on” technologies that can be added after the fact.  This requires a 
higher level solution set, including firewalls, anti-malware protection, blocking access 
to ports that could be used as egress points for unmanaged content, etc.  In short, 
consider data loss as a threat to the organization, but view data loss in the context 
of everything an organization does with regard to security. 
 

• Appropriate and inappropriate use of email by employees and what constitutes 
inappropriate use.  This should include not only the content of emails, but also 
parties to whom email should not be sent, the types of content that should be 
encrypted, how email should be used on mobile devices, whether or not email 
should be checked from home, and so forth. 

 

                                                
7 Source:  Messaging Policy Market Trends, 2009-2012, Osterman Research, Inc. 
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• The extent to which corporate systems may be employed for personal use. 
 
• Use of personal Webmail accounts over company-owned networks and/or use of 

these accounts during work hours.  This is a particularly important component of any 
security policy, since Webmail accounts for one of the more serious threat vectors in 
any organization 

 
• The types of information that should be sent through various media.  For example, a 

company may want to establish a policy that allows attachments to be sent only 
through email and not instant messaging systems, or that requires attachments 
containing certain content to be encrypted or sent through an attachment 
management system. 
 

• The types of communications that constitute business records, how long business 
records should be preserved, and when and how they should be deleted. 

 
• Limits on the type of tools that may be used.  For example, a company may want to 

prevent the installation and use of consumer-oriented instant messaging clients, or it 
may want to limit use only to a particular client. 

 
• Organizations must understand any regulations that govern monitoring polices, 

particularly in countries that place restrictions on how monitoring practices may be 
carried out. 

 
Further, corporate policies should include provisions that will set employee expectations 
about the use of electronic communication tools.  For example, part of any corporate 
policy should include a statement that some types of electronic communication do not 
provide guaranteed delivery of content.  This is important not only to protect 
organizations from the consequences of improper employee behavior, but can also serve 
as a guide to delivery of time-sensitive communications. 
 
STEP 3:  DEPLOY THE RIGHT TOOLS 
The critical next step is to deploy the technologies that will enforce the corporate 
policies that have been established.  While policies are necessary to establish what an 
organization needs to protect, they will be ineffective at solving all of the data breach 
problems an organization might experience. 
 
Any system that an organization deploys should: 
 
• Identify the leak points 

Focus on the potential leak points.  This includes not only IT-deployed tools like the 
corporate email system, but also things like Webmail that represents one of the 
biggest gaps in DLP defenses. 

 
• Include capabilities to meet current and future requirements 

It is important to deploy a technology that will meet the large and growing number 
of potential data leaks an organization might encounter.  This includes inspecting for 
file metadata, industry-specific keywords and phrases, regular expressions (e.g., 
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email addresses), exact file matches and performing statistical analysis to detect 
specific types of content, such as employee resumes sent out through email. 

 
• Deploy systems that will take appropriate action 

Based on the suspected level of data breach, the systems that monitor outbound 
communication should take the appropriate action.  For example, an employees’ 
instant message that contains what looks like a Social Security number may warrant 
nothing more than a popup window on the sender’s display that reminds them of a 
corporate policy against sending this information through an instant messaging 
client.  On the other hand, an email that contains an attachment with proprietary 
information sent through an employeee’s personal Webmail account may warrant 
immediate redirection of the message to a compliance officer or supervisor for 
further review before the message is sent.  In short, suspected data breaches should 
trigger only the appropriate actions of discarding messages, quarantining them for 
further review, copying them to a supervisor, requiring encryption, archiving them, 
etc. 
 
Incident management is a key component of any system, since each suspected data 
breach should be handled with the right level of enforcement.  For example, in a 
large organization it would be impractical to route every suspect email to a 
compliance officer or supervisor for review. 
 

• Promote appropriate employee handling of data 
For example, if an employee sends an inappropriate message to a co-worker or a 
confidential document to a competitor’s domain, a monitoring system should remind 
employees of corporate policies that may exist regarding the appropriateness of the 
communications vehicle they have chosen or other corporate policies.  Copying of 
sensitive documents to removable storage devices should be monitored because of 
the high risk of data loss from these devices.  Osterman Research surveys have 
found overwhelmingly that decision makers want to provide reminders and other 
“soft” types of enforcement rather than routinely sending potentially offending 
messages to compliance officers, supervisors or HR. 
 

• Perform the appropriate level of inspection 
Based on corporate policies, the role of the employee in the organization and other 
factors, content should be inspected based on the appropriate policies.  For example, 
certain employees may require different levels of outbound content inspection and 
data retention than others – a broker/dealer’s email to a client may trigger a 
different set of policies compared to a clerical staff member’s email to the same 
client.  Certain recipients of an email may trigger different policies based on the 
company’s history with those recipients.  A CEO’s email to an external auditor should 
trigger different inspection and retention requirements than those triggered by a 
marketing staff member’s email. 
 
It is important to expend the appropriate level of computing resources necessary to 
satisfy corporate and other policies in order to maximize the performance of 
electronic communication and management systems.  For example, performing deep 
content inspection on every message that flows through the network is simply not 
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necessary in many cases. However, inspecting content flowing through key threat 
vectors, such as removable storage or encrypted Webmail channels, is critical. 
 

• Train and make employees aware of corporate policies 
Employees should receive regular training on corporate policies and good data 
management practices and should continually be made aware of appropriate ways to 
send information. 
 

• Implement forensics capabilities 
Organizations may want to implement forensics capabilities in order to check on how 
data has been handled after it has been sent, either for legal purposes or simply to 
understand how its data is being managed.  The ability to learn about how outbound 
content was sent and processed is just as important in many cases as monitoring 
this content prior to its being sent.  It is also useful to retain copies or actual email, 
attachments, or files being copied to USB devices. 

 
• Implement a sender authentication scheme 

While not an outbound content scanning mechanism, it is important for any 
organization to implement an authentication mechanism, such as SPF or DKIM, to 
ensure that recipients of its emails are given some level of assurance that the 
sending organization is valid. 

 
• Tight integration with existing infrastructure 

In order to speed reduce costs, organizations should consider solutions that are well 
integrated with their IT infrastructure whenever possible.  This approach will also 
speed implementation and lower on-going administration costs. 

 
WHAT WILL ORGANIZATIONS DO? 
Osterman Research believes that most organizations are waking up to the fact that they 
need to implement DLP capabilities.  For example, an Osterman Research survey 
conducted in May 20108 found that: 
 
• 41% of mid-sized and large organizations will very likely or definitely invest in DLP 

systems during the next 12 months. 
 
• 42% will very likely or definitely invest in technology to monitor outbound social 

networking posts, such as posts to Twitter, Facebook, etc. 
 
• 56% will very likely or definitely invest in systems to manage or control Web access. 

 
 

                                                
8 Source:  Messaging and Web Security Market Trends, 2010-2013, Osterman Research, Inc. 
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Summary 
Outbound content sent from any communications tools or stored on laptops and 
removable storage devices must be monitored and managed in order to minimize risk 
and to ensure that the content is appropriate and in compliance with an organization’s 
policies, statutory obligations and industry best practices.  Organizations should monitor 
all avenues through which employees may communicate, including email, instant 
messaging systems, wikis, blogs, personal Webmail accounts, USB devices, message 
boards and other tools.  The appropriate policies should be established and systems 
should be deployed so that an organization’s risk can be mitigated to the extent 
possible. 
 
 

Sponsor of this White Paper 
 
Blue Coat Systems, Inc., founded in 1996, (NASDAQ: 
BCSI) is a publicly held company based in Sunnyvale, 
California. Blue Coat secures Web communications 
and accelerates business applications across the 
distributed enterprise. Blue Coat’s family of 
appliances and client-based solutions – deployed in 
branch offices, Internet gateways, end points, and 
data centers – provide intelligent points of policy-
based control enabling IT organizations to optimize 

security and accelerate performance for all users and applications. Blue Coat has 
installed more than 8,000 customers worldwide and is ranked #1 by IDC in the Secure 
Content and Application Delivery market. 
 
Blue Coat appliances and software technology help IT organizations secure Web 
communications and accelerate delivery of business applications for all users across the 
distributed enterprise - including Internet gateways, branch offices, data centers, and 
even individual end points. Blue Coat appliances function as intelligent points of control 
wherever users and applications are connected to the network, and provide these 
important capabilities. 
  
 
 
 
 
 
 
 
 
 
 
 
 

 
Blue Coat Systems 
420 N. Mary Avenue 
Sunnyvale, CA  94085 
+1 866 302 2628 
www.bluecoat.com 
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